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Ona HemegneHHown ny6bnukaumu: 18.10.2022 F'YBEPHATOP K3TU XOKYI

N'YBEPHATOP XOKYI U FEHEPAﬂbH!:IIZ NMPOKYPOP IXEAMC
OBHAPOOBAIJIX OOKINAL O POJIN OHNNAUH-MNJIAT®OPM B CTPEJIbBE B
BYDODAIO

B doknade noopobHO paccka3bieaemcsi 0 padukaau3ayuu cmpesika Ha
noz2paHuY4HbIX calimax U Uucrnosib308aHUU OCHOBHbIX Namgopm Onsi
mpaHcsayuu Hacunusl.

r'y6epHamop Xokyn, 2eHepasnbHbIl npokypop xeldmc npu3sbiearom Kk peghopmam
¢hedepanbHO20 3aKkOHOOamesibcmea u 3akoHodamesibcmea wmamoe OJisi
60pbL6bI C IKCMPEMU3MOM U Hacunuem e MHmMepHeme

[y6epHaTop KaTtn Xokyn 1 reHepanbHbiii npokypop Hbto-Mopka NeTtuumna Oxenme
cerogHsa onybnukoBanu Aoknag o0 pofin MHTEpPHeT-NNaTopM B Tparndeckon cTpenbbe
B NpoaykToBoM mMarasvHe Tops B byddano, rae normdnmn 10 4epHOKOXUX U eLle Tpoe
ObInn paHeHbl. [eHepanbHasa NpokypaTypa u3yyuna TbiCAYM CTPaHWUL, JOKYMEHTOB M
MaTepuarnoB coLuManbHbIX ceTen, YTobbl BbIACHUTb, Kak NpeanonaraemMbli CTPEnok
NCnonb3oBan OHManH-NIaTopPMbl AN NNaHUPOBaHUS, NOATOTOBKU U OCBELLEHNSA
CBOEro HanageHusa. ATo paccnegoBaHve v NocneayrLwmnn otT4eT Obinn BbINOMHEHbI B
COOTBETCTBUK C NopyveHnem rybepHaTopa Xokys. B xoge paccnegoBaHus
"eHepanbHasa NpokypaTtypa nony4yuna n ndyymna BHELIHee 1 BHYTPEHHEE coaepKaHune
N NOSIUTUKY HECKOMbKUX OHNanH-NNaTgopMm, UCNONb30BaBLUNMXCA CTpenkoMm. B goknage
COAEPXNTCA BbIBOA O TOM, YTO pagukanusaumm cTpenika cnocobcTsoBanu Takme
OHNanH-nnaTgopmel, kKak 4chan; nnaTtdopMbl ANS NPoBeAEHUS MPSMbIX TPAHCNALUMN,
Takue kak Twitch, ucnonbsosanuce ansa nyénvkaumm n nponaraHabl KONMMPOBaHUSA
HaCUNbCTBEHHbIX AENCTBUN; @ OTCYTCTBME Haa30pa, NPOo3pavyHOCTU U NOLOTYETHOCTH
3TNX NNaTOpM NO3BOMNIO HEHABUCTHLIM 1 AKCTPEMUCTCKMM B3rnsiaam
pacnpoCTpaHUTLCS B CETU, YTO MPUBENO K pagukanmsauumn u Hacunumio.

B cBsa3u ¢ aTmu BbiBOAaMu rybepHaTop XoKyn v reHeparsibHbIn Npokypop hxenmc
Npu3bIBaloT K NpoBedeHnto pecopM Ha dpesiepanbHOM YPOBHE M HA YPOBHE LUTATOB AN
00pbObI C IKCTPEMMU3MOM M Hacunmem B VIHTepHeTe, BKIOYas 3aKoHO4aTeNbCTBO
lTata, KOTOpoe nNpegycMaTpuBaeT YyrorioBHYH OTBETCTBEHHOCTb 3a rpadpuyeckue
n3o0paxkeHns unm BUAEO, CO34aHHbIe SIMLIOM, COBEPLLUMBLUMM YOUNCTBO, U Haka3aHue
N1, KOTOPble MOBTOPHO PacnpOCTPaHAT NN PEMNOCTAT 3TN XKe n3obpaxeHnsa nnm
Bnaeo. Kpome toro, rybepHatop Xokyn v reHeparbHbIn npokypop Ixenmc
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pPEKOMEHAYIOT BHECTU n3ameHeHus B pasgen 230 deaepanbHoro 3akoHa o cobnogeHun
3TMYECKNX HOPM B chepe KOMMYHMKALMIA, YTOObI NOBBICUTL OTBETCTBEHHOCTb OHJTANH-
nnatopm n 0683aTe KOMNAHUN NPUHMMATL pa3yMHble Mepbl ANs NPpeLoTBPaLLEHNS
NosIBNEHMS Ha NX NnaTtdopmax HE3aKOHHOIO KOHTEHTA, COAEPKALLEro HAaCUNbCTBEHHbIE
npecTynneHus.

«CnnwkKom gonro HEHaBUCTb M pasaeneHne 6ypHO pacnpoCcTpPaHANIUChL Ha OHMaNH-
nrartgopmax - 1, Kak Mbl BUaenn B Moem pogHom ropoge bydpdano, nocneacraems
3TOro OKasanucb paspyLumTenbHbiMU, — cKa3ana rybepHatop Xokyn. «[locne
yXXacHon cTpenbbbl, yCTPOEHHON B 3TOM rogy 6enbiMu pacuctamu, 9 Harnpasuna B
"eHepanbHy0 NpoKypaTypy 3anpoc ¢ Npocbbom N3yunTb posib, KOTOPYHO Chirpanu
OHNanH-NNaTgopMbl B 3TOM MaccoBOM younctee. OTOT AoKNag npeanaraeT nyratoLwmin
OT4eT O pakTopax, CNOCOOCTBOBABLUMX 3TOMY MHUMAEHTY, U, YTO OYEHb BaXXHO,
"OOPOXHYIO KapTy" Anst NOBbILWEHUS OTBETCTBEHHOCTN".

Tparnyeckas ctpenbba B byddano nokasana peanbHyt0 ONacHOCTb HEMOAEPUPYEMbIX
OHNanH-NNaTopM, KOTOpblE CTanu paccagHnukammn ngen npesocxoactaa 6enon pachl,
— CKa3sana reHeparnbHbI npokypop [xenmc. CerogHsa s BCTpeTMnach ¢ CeMbsMMN
XepTB, 4ToObl NOAENUTLCS BbIBOAAMW 3TOrO OTYETa. OTOT OTYET - eLe O4HO
A0Ka3aTenbCTBO TOro, YTO OHNMAaNH-paanKannsaums U AKCTPEeMU3M NpPeacTaBnsoT
cobon cepbesHyto yrpo3y Ans Hawmx coobuecTs, 0COOEHHO AN UBETHbIX COOOLLECTB.
Mbl B1uaenu, kak ato npounsowsno B Kpancrtuepue, LWapnotceunne, Onb-Naco n
Byddano, n Mbl He MOXeM XaaTb HOBOMW Tpareann, YTobbl Ha4YaTb AENCTBOBATD.
OHnanH-nnaTgopMbl AOMKHbI 6bITb NPUBMEYEHbl K OTBETCTBEHHOCTH 3a TO, YTO
NMO3BONST HEHABUCTHOMY M OMACHOMY KOHTEHTY pacrnpoCTPaHATLCS Cpean CBOUX
nonb3oBaTerien. OKCTPEMUCTCKUI KOHTEHT npoLseTaeT B IHTepHeTe, U Mbl AOSMKHbI
06begnHUTDL HaLWWKN YCUNnUA, YToObl NPOTUBOCTOATL 3TOMY KPU3UCY M 3aLLMTUTb HaALLMX
JeTen n coobliecTsa.

B oTuyeTe reHepanbHOM NpoKypaTypbl paCCMOTPEHbI HECKONbLKO OHManH-NaTgopmM,
ncnosnb3dyeMblX CTpenkoMm, Bkroyasa 4chan, 8kun, Reddit, Discord, Twitch n YouTube, a
Takke gpyrve oHnanH-nnatgopmsbl, Ha KOTOpbIX ['eHepanbHasa NpokypaTypa
obHapyxuna rpaduyeckne matepuansl o cTpensbe nnn MaHMdecT cTpernka, Bknovas
Facebook, Instagram, Twitter, TikTok 1 Rumble. N'eHepanbHas npokypaTtypa
Hanpaswusia NOBECTKN B CyA 3TUM KOMMaHUSM N U3yyuna TbiCAYM CTPaHUL JOKYMEHTOB.
CnepoBartenu nsy4mnu, kak nnatopmbl MCNONb30BaNMCh ANA pacnpoCTPaHEHUS U
NPOABWMXEHNSI PACUCTCKMX U aHTUCEMUTCKUX MEMOB M COOBLLIEHMI, a Takke Ans
obmMeHa rpaduyecknmMmn n3obpaxxeHnAMn NpeaplayLmnx crnyy4yaeB HacUNnsa Ha pacoBom
noyse, 4YTO cnocobCcTBOBANo pagnkanusaunm npeanonaraemoro crpenka. B otuete
Takke nogpobHO ONUCaHO, Kak HECKOMNbKO OCHOBHbIX MaTdopM MCNOMb30Banucb Ans
NPSIMON TpaHCNAUUKU CTpenbbbl C Lenbio nogcTpekaTenbCTBa K HOBbIM akTaM Hacunus,
1 KaK BMAeO cTpenbbbl pacnpocTpaHunock B MIHTepHeTe.

B uenom, otyeT noaTBepXKaaeT, YTO HECKOSBbKO OHSTanH-NNaTopM Chirpanu
HEeOoCnopMMYIO POJSib B 3TOM PAaCUCTCKOM HanageHun, cHavana pagukanmsanpoBas
CTpernka, Korga oH noTpebnsan orpoOMHOE KONMYECTBO PACUCTCKOIO U HACUITbCTBEHHOIO



KOHTEeHTa, noMorasda emy noarotoBUTbCA K HanageHuo 1, HakoHeLl, No3BOJINB eMY
TpaHCnpoBaTb €ro. B oTyeTe oTmevatoTcs cneagywwme BbiBOAbI:

e [orpaHunyHble nnatcgopmMbl NOANUTbLIBAKOT pagukanusaumio: 1o ero
cobCcTBEHHBIM CnoBam, cTpenok u3 byddano 6b1n pagukanmamposaH Noa
BNUSIHWEM APOCTHOrO PACUCTCKOIO N @aHTUCEMUTCKOrO KOHTEHTA Ha
AHOHUMHBbIX, NPAKTUYECKN HEMOAEPMpPYEMbIX BeO-canTax n nnatgopmax,
KOTopble OENCTBYIOT 3a NpeaesiaMm OCHOBHOIO MHTEPHETA, B YaCTHOCTH,
Ha 4chan. MNMocne cTtpenbbbl B Byddano Buaeosanmck ctpensobl,
3anucaHHas ogHUM 13 3puTenen, HabngaBLWmMX 3a CTPenbLOoN,
pacnpocTpaHunach Ha canTax, NOCBSALWEHHbIX AKCTPEMU3MY.
AHOHUMHOCTb, KOTOpYto Npeanaraet 4chan n nogobHble emy nNnaTgopmsl,
N NX OTKa3 OT KaKon-nnbo 3Ha4YnMMon Moaepaumm KOHTEHTa, rapaHTUpyeT,
4YTO 3TM NNaTdOpPMbl NPOAOIKAIOT OCTaBaTbLCS paccagHUKamMm pacucTCKom
HEHaBUCTU N pagukanmsaumu.

o [lpsAMble TpaHCNALUN CTaNM MHCTPYMEHTOM ANA MacCoBbIX youmy:
OHnanH-TpaHcnAauua ctana gnsa CTPenkoB MHCTPYMEHTOM, NO3BONSAOLLNM
MrHOBEHHO npefaTb Ornacke CBoe npecTtynneHue, ewe 6onblue
Teppopu3npysi obLLECTBO, HA KOTOPOE HaUENUIICA CTPENoK, N cryxa
MEXaHNU3MOM ANs NoACTpeKaTeNnbLCTBa U NpM3biBa K HOBbIM
HacunNbCTBEHHbIM aencteuam. Ctpenka ua byddano nogcrernsana
YBEPEHHOCTbL B TOM, YTO Apyrue dyayt HabnwgaTb 3a ero 4eNCTBUAMMU B
pexvme peanbHOro BpeMeHu. XoTs nnatgopma, KOTOpY OH
ncnonb3oBan Ans TpaHcnsumMm CBOUX 3noAaestHUN, OTKNYuna
TPaHCNAUMIO B TeYEHNE OBYX MUHYT NOCne Havana, ABe MUHYTbI - 3TO BCe
PaBHO CIULLKOM MHOrO.

o [lonutuka moaepaumm Ha Beaywmx nnartcgpopmax
HenocnegoBaTeribHa U Henpo3pa4Ha: 1o CpaBHEHWUIO C NPOLLIbIMU
COBbITUAMM, MHOTNE KPYMHbIE, U3BECTHbIE NNaTgopMbl Yy4YLLNIN BpeEMS
peakuumm Ha BbiSiBNIEHME 1 yaaneHne npobnemMHOro KOHTEHTa, CBA3aHHOMO
co ctpenbbon B byddano, Bknovasa Buaeo ctpensbbl n MaHudect
ctpenka. OgHako peakuus nnatgopm Obinia HepaBHOMEPHOW: 0gHa U3
nnatgopm He cMorfna naeHTUPUUMpoBaTb COODLLIEHUS!, coaepKaLume
CCbIJIKM Ha KONUM BUAEO CO CbEMOK 3a nNpefenamu canta, gaxe nocne
TOro, Kak NnogobHble coOBLLEHNA NONYyYnnn Xanobbl OT Nosfib3oBaTenemn.
MHorve nnatopMbl Takke He NOSNTHOCTBLIO PacKpbIBaKOT, Kak
oCyLecTBNAeTCa Moaepaunsa HEHaBUCTHOIO, SKCTPEMMUCTCKOro Nnu
PaCUCTCKOro KOHTEHTA.

e OHnanH-nnatcgpopmMbl NULIEHbI OTBETCTBEHHOCTU: OHNank-
nnaTgopMbl NOMb3YKTCA CAULWKOM 60MbLINM NPaBOBLIM UMMYHUTETOM.
Pasgen 230 3akoHa o cobntogeHnn aTn4ecknx Hopm B cpepe
KOMMYHUKaLIM B 3HAYUTESTbHOM CTENEHN 3alumiiaeT nnatgopmbl OT
OTBETCTBEHHOCTM 3a CBOW peLleHnd No Mogepaumm KOHTeHTa, gaxe ecnu
nnatgopma no3sBonsieT Nonb3oBaTenaM pasMmewatb U 4eNUTLCS
NPOTMBO3aKOHHbLIM KOHTEHTOM.



B oTBeT Ha BbIBOALI, coAepXalumecs B ot4eTe, rybepHatop XoKyn 1 reHepanbHbIi
npokypop [kernmc pekoMeHayoT pag pedopm, HanpaBreHHbIX Ha 6opbOy ¢
AKCTpeEMN3MOM B IHTEPHETE N NOBLILLEHNE OTBETCTBEHHOCTU OHMAKH-NNaTOpPM.
PekomeHpaunmn BknoYatoT B cebsi:

BBeaeHne oTBETCTBEHHOCTU 3a co34aHUe U pacrnpocTpaHeHue
Buaeosanucein youmncTts: Hoto-Mopk 1 apyrie wrathbl AOMKHLI NPUHATH
3aKOH, BBOASLUNIN YroyIOBHYIO OTBETCTBEHHOCTb 3a CO3[aHue
NpPeCcTYNHUKOM n3obpaxeHnn nnu sngeo, nsobpaxarowmx yommncreo. Hoto-
Wopky cneayeT n3yunTb BO3MOXHOCTb YCTAHOBMEHMUS FPaXKaaHCKoM
OTBETCTBEHHOCTM ANA TEX, KTO NepeaaeT unv pacnpocTpaHsaeT
n3obpakeHna nnn BUAEO NPeCcTynHKKa, Ha KOTOPbIX 3anevyaTtneHo
coBepLUeHHOe UM YOUNCTBO. B coveTaHnn ¢ COOTBETCTBYIOLLMMMU
nameHeHnamm B Pasgene 230, aTa OTBETCTBEHHOCTb byaeT
pacnpoCcTpaHATLCA Ha OHNanH-NNaTgopMbl, BKIKOYasa counarnbHble CeTU U
nnaTopmbl 418 NPAMbIX TPAHCIIALUUI, KOTOPbIE HE NPUHUMAKOT
pasyMHbIX Mep 4N NpeaoTBpaLleHns NosiBIIEHNS TaKOro KOHTEHTA.
HdononHutenbHbIe OrpaHNYeHUs Ha TpaHcnauuk: Kak 1 B
npeaplayLwmnx HanageHusax Ha NovBe HeHaBUCTK, CTpenok u3 byddano
NCNosb30Ban OHMANH-TPaAHCASALUMIO B KAYeCTBE MHCTPYMEHTa Ans
MIHOBEHHOIO AOKYMEHTUPOBAHMA U TPAHCIIALMN CBONX HACUIbCTBEHHbIX
AEeNCTBUIA, YTOObI NONYYNTb M3BECTHOCTb N paanKanuanpoBaTb ApYrux
nogen. B oTHoWeEHUN NpAMbIX TPaHCASALMIA Ha NnaTtopmax AOSTKHbI
AEeNCTBOBaTb OrpaHNYEHNs - B TOM Yncre TpeboBaHNA NPOBEPKU U
3a4epPXKKM 3anucu, - NpeaHasHayYeHHble ANng BbIABEHUS HacUnns B
ahupe, Npexage YeM OHO NOSYyYUT LUMPOKOE pacrnpocTpaHeHe.
PedopmupoBaHue pasgena 230 B HacToswee Bpems pasgen 230
denepanbHoro 3akoHa 0 cobngeHnn 3TUMECKMX HOPM B cdhepe
KOMMYHMKaLMIA 3amLaeT OHNanH-NnaTdopMbl OT OTBETCTBEHHOCTM 3a
KOHTEHT TPeTbMX NUL,, KOTOPbIA OHM pa3MeLLaloT Ha CBOUX CTpaHULaXx,
HEe3aBMCUMO OT MPaKTUKM Mogepaumm aTnx nnatgopm. KoHrpecc gomxeH
nepeoCcMbICIIUTbL BO3MOXHOCTb UCnonb3oBaHus Pasgena 230 B kayecTBe
MOMHOW 3aLUMTbl NPAKTUKN MOAEPaLMM KOHTEHTa OHNanH-NnaTgopMamMu.
BmecTo 3T0ro 3akoH gomkeH 6bITb pedhopMmMpoBaH Takum obpasom,
4TOObI TPEOOBAaTb OT OHMANH-NNAT(POPMbI, KOTOPAs XOYET COXPaHUTb
3awmty Pasgena 230, npnHATUS pasyMHbIX Mep AN npefoTspaLlLeHns
NnosiBNeHMs Ha nnaTopme He3aKOHHOMO HACUITbCTBEHHOIO
KPMMUHAMNbHOIO KOHTEHTA. OTO NPEeASIOKEHNE U3MEHUT CUTYaLMIO.
BmecTo Toro, 4tobbl NPOCTO 3a8BUTL O 3aLLMTE B COOTBETCTBUM C
pasgenom 230, oHnanH-nnaTdopma AoMMKHA CHavyana gokasaTb, YTo ee
NONUTUKa M NPaKTUKM 4OCTAaTOYHO 3hdeKTUBHbI Anst 6opbbbI C
HE3aKOHHbIM KOHTEHTOM.

MoBbiWeHMe NPo3payYyHOCTH U ycuneHme moaepaumm: OHnanH-
nnaTgopmbl AOMKHBLI 06ecnevnTb 6oMbLUY0 NPO3PaYHOCTb CBOEW
NONUTUKM MOgepaLumn KOHTEHTA U TOro, Kak 3Ta nonuTuka NpuMeHsaeTcs
Ha NpakTuKe, BKIOYasa npasuna, HanpaeneHHble Ha 6opbby ¢



HEHaBUCTHUYECKNM, SKCTPEMUCTCKUM U PACUCTCKUM KOHTEHTOM. OHU
TaKke JOMKHbl MTHBECTUPOBATL B COBEPLLEHCTBOBAHME 00LLe0TpacneBbiX
npoLeccoB 1 npoueayp ANs CHWKEeHUS pacnpoCTPaHEHHOCTU Takoro
KOHTEHTa, B TOM Yucrie NyTeM paclUMpeHns TUMOB KOHTEHTa, KOTOPbIN
MOXEeT ObITb MPOaHaNM3MpPoBaH Ha NPeaAMET HapyLLIEHUS UX NOSTUTUKN,
COBEPLUEHCTBOBAHUA TEXHONOMN OBHApPY>XeHUS U NpeoCcTaBNeHns eLle
bonee ahbekTMBHLIX cpeacTB obMeHa MHpopMaunen.

« [lpu3bIB K NOCTaBLWMKaM OoTpacneBbIX YCIyr npeanpuHuMaThb
6onblie ycunun: MNocTaBLUMKN OHNANH-YCAYT, Takne Kak perMcTpartopbl
AOMEHOB N XOCTUHIOBbIE KOMMaHUK, 3aHUMaIOT NPOMEXYTOYHOE
NoJsIOXeHne Mexay nepnugepunHbLIMM canTaMmn 1 nosib3oBaTensaMmmn. ATn
KOMMNaHUM OOSMKHbI BHUMAaTeNbHeEe NPUCMOTPETLCA K Beb-canTam, Ha
KOTOPbIX NOCTOAHHO pa3MeLLaeTCa KOHTEHT, Coaep KaLlmMi Hacunme u
HEHaBMWCTb, M OTKa3aTbCsA OT 06CNY>XUBAHUS CalNTOB, KOTOPbIE
CMOCOOCTBYIOT pacnpoCTPaHEHNIO HACUINSA CO CTOPOHbI BenbIX PacuCToB.

B mae 2022 rofa rybepHatop Xokyn Hanpasuna B reHeparnbHyto NpokypaTypy 3anpoc B
COOTBETCTBUM C pasgernom 63(8) ncnonHutenbHoro 3akoHa Heto-Nopka ans
paccrefoBaHusa posiv oHNanH-nnaTdopm B cTpensde B byddarno.

PaccnenoBaHue n nocnegyowmn otyeT Obinv BoinonHeHbl Bropo VIHTepHeTa u
TexHonorun (Bureau of Internet and Technology) n nogpasaenexuem no
paccnegoBaHuio NPecTynieHnin Ha NoYBe HeHaBUCTK Bopo No rpaXxgaHcKkum npasam
(Bureau of Civil Rights) npu cneunansHon nomowm Otaena nccnegoBaHum u
aHanuTtukn (Research and Analytics Division) n Otgena yronosHoro npaBocyaus
(Criminal Justice Division).
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